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1. Purpose
OpenOS Technologies ("OpenOS", "we", "our", or "us") is committed to developing and deploying Artificial Intelligence ("AI") technologies responsibly, ethically, securely, and transparently.
This AI Usage and Responsible AI Policy explain how OpenOS uses AI technologies, the principles that guide our development and deployment practices, and the responsibilities of users when interacting with AI-powered services.
This policy applies to all OpenOS products, platforms, services, APIs, applications, and AI-powered capabilities.
2. Our AI-Powered Services
OpenOS provides AI-driven business intelligence, process intelligence, workflow optimization, analytics, knowledge discovery, and operational insight solutions.
Our AI systems may assist users in:
· Data analysis
· Process optimization
· Operational intelligence
· Workflow recommendations
· Knowledge retrieval
· Document understanding
· Trend identification
· Decision-support activities
· Business performance analysis
· Automated summarization and reporting
AI is intended to assist human decision-making, not replace it.
3. AI Technologies We Use
OpenOS may utilize:
· Large Language Models (LLMs)
· Machine Learning (ML) systems
· Natural Language Processing (NLP)
· Retrieval-Augmented Generation (RAG)
· Knowledge Graph technologies
· Data analytics engines
· Predictive and recommendation systems
· Third-party AI services and foundation models
The specific technologies used may evolve over time as our services improve.
4. Human Oversight
OpenOS believes that meaningful human oversight remains essential when using AI-generated outputs.
Users should:
· Review AI-generated recommendations before implementation
· Validate important conclusions
· Confirm accuracy of outputs
· Apply professional judgment
· Verify business-critical decisions independently
AI-generated outputs should not be treated as definitive instructions or unquestionable facts.
5. Transparency
OpenOS is committed to transparency regarding AI usage.
Where applicable, users will be informed when:
· AI systems are generating responses
· Automated recommendations are provided
· Machine-generated insights are produced
· AI-assisted analysis influences outputs
We strive to provide users with sufficient context to understand the role of AI within our services.
6. Accuracy and Limitations
While OpenOS continually works to improve AI performance, users acknowledge that AI systems may:
· Generate inaccurate information
· Produce incomplete responses
· Misinterpret context
· Create misleading conclusions
· Reflect limitations of source data
· Produce inconsistent outputs
OpenOS does not guarantee the accuracy, completeness, or suitability of AI-generated results for every use case.
Users remain responsible for evaluating outputs before acting upon them.
7. Responsible Use Requirements
Users agree not to use OpenOS AI services for activities that:
· Violate applicable laws
· Promote fraud or deception
· Facilitate cybercrime or unauthorized access
· Generate malicious software
· Infringe intellectual property rights
· Spread misinformation knowingly
· Harass, abuse, or threaten individuals
· Discriminate unlawfully
· Violate privacy rights
OpenOS reserves the right to suspend or restrict access where misuse is identified.
8. Fairness and Non-Discrimination
OpenOS seeks to design and deploy AI systems that support fairness and reduce harmful bias.
We strive to:
· Evaluate AI outputs for potential bias
· Improve model performance across diverse use cases
· Reduce discriminatory outcomes where reasonably possible
· Monitor system behavior and quality
Despite these efforts, AI systems may occasionally produce unintended or biased outputs due to limitations in underlying models, datasets, or customer-provided information.
9. Privacy and Data Protection
OpenOS is committed to protecting customer and user information.
When using AI services:
· Customer data remains owned by the customer.
· OpenOS processes data solely to provide contracted services.
· Appropriate technical and organizational safeguards are maintained.
· Personal information is handled in accordance with our Privacy Policy and applicable laws.
OpenOS does not sell customer data.
10. AI Model Training and Customer Data
Unless explicitly agreed in writing:
· Customer data is not used to train public AI models.
· Customer information is not sold to AI providers.
· Customer data is processed solely for delivering requested services.
Where third-party AI providers are used, OpenOS implements reasonable safeguards and contractual protections consistent with applicable obligations.
11. Data Quality Responsibilities
The quality of AI outputs depends significantly on the quality of data provided.
Customers are responsible for:
· Ensuring lawful use of uploaded data
· Maintaining data accuracy
· Removing unauthorized or unlawful content
· Verifying source information
OpenOS cannot guarantee output quality when underlying data is incomplete, inaccurate, outdated, or misleading.
12. Security and AI Systems
OpenOS applies reasonable security measures to AI-enabled services, including:
· Access controls
· Authentication mechanisms
· Audit logging
· Encryption in transit
· Infrastructure monitoring
· Security assessments
Security practices are regularly reviewed and updated as technologies evolve.
13. Intellectual Property Considerations
Users are responsible for ensuring that their use of AI-generated outputs complies with applicable intellectual property laws and contractual obligations.
OpenOS does not guarantee that AI-generated content will be free from similarities to publicly available information, third-party content, or training data patterns.
Users should conduct appropriate reviews before commercial use of generated outputs.
14. High-Risk and Regulated Activities
OpenOS AI services are not designed to serve as the sole basis for decisions involving:
· Legal determinations
· Financial approvals
· Credit decisions
· Employment decisions
· Medical diagnoses
· Safety-critical operations
· Regulatory compliance decisions
Human review and professional oversight are required for such activities.
15. Continuous Improvement
OpenOS continuously evaluates and improves AI systems to enhance:
· Accuracy
· Reliability
· Security
· Transparency
· Fairness
· Performance
Our AI governance practices may evolve as technologies, regulations, and industry standards develop.
16. Compliance with Laws and Standards
OpenOS seeks to align its AI practices with applicable legal and regulatory frameworks, including:
· Digital Personal Data Protection Act, 2023 (India)
· Information Technology Act, 2000 (India)
· GDPR principles where applicable
· Emerging AI governance and responsible AI frameworks
· Industry best practices for enterprise AI deployment
17. Reporting Concerns
Users who identify:
· Harmful outputs
· Security vulnerabilities
· Privacy concerns
· Bias-related issues
· Misuse of AI services
are encouraged to report such concerns to OpenOS for review.
18. Changes to This Policy
OpenOS may update this AI Usage and Responsible AI Policy from time to time to reflect changes in technology, legal requirements, or operational practices.
Updated versions will be published on our website with a revised "Last Updated" date.
19. Contact Information
For questions regarding this policy, please contact:
OpenOS Technologies
Website: https://openost.com
Email: hello@openost.com
Legal: hello@openost.com
Privacy: hello@openost.com
Support: support@openost.com
