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1. INTRODUCTION
THIS COOKIE POLICY EXPLAINS HOW OPENOS TECHNOLOGIES ("OPENOS", "WE", "OUR", OR "US") USES COOKIES AND SIMILAR TECHNOLOGIES ON:
· HTTPS://OPENOST.COM
· HTTPS://AGENT.OPENOST.COM
· HTTPS://CONFLUENCEOS.OPENOST.COM
· HTTPS://QA.OPENOST.COM
THIS POLICY SHOULD BE READ TOGETHER WITH OUR PRIVACY POLICY AND TERMS OF SERVICE.
BY CONTINUING TO USE OUR WEBSITES AND SERVICES, YOU ACKNOWLEDGE THE USE OF COOKIES AS DESCRIBED IN THIS POLICY.
2. WHAT ARE COOKIES?
COOKIES ARE SMALL TEXT FILES PLACED ON YOUR DEVICE WHEN YOU VISIT A WEBSITE OR USE AN ONLINE SERVICE.
COOKIES HELP WEBSITES AND APPLICATIONS FUNCTION PROPERLY, MAINTAIN SECURITY, REMEMBER USER PREFERENCES, AND IMPROVE THE OVERALL USER EXPERIENCE.
COOKIES MAY BE STORED TEMPORARILY DURING A BROWSING SESSION OR REMAIN ON YOUR DEVICE FOR A DEFINED PERIOD.
3. HOW OPENOS USES COOKIES
OPENOS USES COOKIES AND SIMILAR TECHNOLOGIES SOLELY FOR OPERATIONAL, SECURITY, AND SERVICE FUNCTIONALITY PURPOSES.
WE DO NOT USE COOKIES FOR:
· BEHAVIORAL ADVERTISING
· CROSS-SITE TRACKING
· MARKETING PROFILING
· THIRD-PARTY ADVERTISING NETWORKS
· SELLING USER INFORMATION
4. TYPES OF COOKIES WE USE
A. ESSENTIAL COOKIES
THESE COOKIES ARE NECESSARY FOR THE OPERATION OF OUR WEBSITES AND SERVICES.
EXAMPLES INCLUDE:
· USER AUTHENTICATION
· ACCOUNT LOGIN MANAGEMENT
· SESSION MAINTENANCE
· SECURITY VERIFICATION
· ACCESS CONTROL
· LOAD BALANCING
WITHOUT THESE COOKIES, CERTAIN FEATURES AND SERVICES MAY NOT FUNCTION PROPERLY.
B. SECURITY COOKIES
SECURITY-RELATED COOKIES HELP US:
· DETECT UNAUTHORIZED ACCESS ATTEMPTS
· PREVENT FRAUDULENT ACTIVITY
· PROTECT USER ACCOUNTS
· MAINTAIN PLATFORM INTEGRITY
· MONITOR SESSION SECURITY
THESE COOKIES ARE NECESSARY TO PROTECT BOTH USERS AND OUR SYSTEMS.
C. FUNCTIONAL COOKIES
FUNCTIONAL COOKIES ALLOW THE PLATFORM TO REMEMBER USER PREFERENCES AND SETTINGS, SUCH AS:
· LANGUAGE PREFERENCES
· INTERFACE SETTINGS
· USER-SELECTED CONFIGURATIONS
· DASHBOARD PREFERENCES
THESE COOKIES IMPROVE USABILITY AND USER EXPERIENCE.
D. PERFORMANCE AND RELIABILITY COOKIES
OPENOS MAY USE LIMITED OPERATIONAL COOKIES OR SIMILAR TECHNOLOGIES TO:
· MONITOR SERVICE AVAILABILITY
· DIAGNOSE TECHNICAL ISSUES
· IMPROVE PLATFORM STABILITY
· MEASURE SYSTEM PERFORMANCE
THESE TECHNOLOGIES ARE USED EXCLUSIVELY FOR SERVICE IMPROVEMENT AND OPERATIONAL RELIABILITY.
5. THIRD-PARTY COOKIES
OPENOS DOES NOT INTENTIONALLY DEPLOY THIRD-PARTY ADVERTISING OR MARKETING COOKIES.
HOWEVER, CERTAIN THIRD-PARTY SERVICES INTEGRATED INTO OUR PLATFORM INFRASTRUCTURE MAY SET COOKIES NECESSARY FOR:
· AUTHENTICATION
· SECURITY
· CLOUD INFRASTRUCTURE OPERATIONS
SUCH COOKIES ARE CONTROLLED BY THE RESPECTIVE SERVICE PROVIDERS AND ARE SUBJECT TO THEIR PRIVACY PRACTICES.
6. SESSION COOKIES
SESSION COOKIES ARE TEMPORARY COOKIES THAT REMAIN ACTIVE ONLY WHILE YOUR BROWSER SESSION IS OPEN.
THESE COOKIES ARE AUTOMATICALLY REMOVED WHEN YOU CLOSE YOUR BROWSER.
SESSION COOKIES ARE COMMONLY USED FOR:
· USER AUTHENTICATION
· SECURE NAVIGATION
· TEMPORARY PLATFORM OPERATIONS
7. PERSISTENT COOKIES
SOME COOKIES MAY REMAIN ON YOUR DEVICE AFTER YOUR SESSION ENDS.
THESE COOKIES HELP REMEMBER PREFERENCES AND IMPROVE FUTURE INTERACTIONS WITH OUR SERVICES.
PERSISTENT COOKIES AUTOMATICALLY EXPIRE AFTER A PREDEFINED PERIOD OR MAY BE DELETED BY THE USER.
8. MANAGING COOKIES
MOST WEB BROWSERS ALLOW USERS TO:
· VIEW STORED COOKIES
· DELETE COOKIES
· BLOCK COOKIES
· CONFIGURE COOKIE PREFERENCES
YOU CAN MANAGE COOKIES THROUGH YOUR BROWSER SETTINGS.
PLEASE NOTE THAT DISABLING CERTAIN COOKIES MAY AFFECT FUNCTIONALITY AND PREVENT ACCESS TO SOME OPENOS SERVICES.
9. DO NOT TRACK SIGNALS
SOME BROWSERS OFFER A "DO NOT TRACK" (DNT) FEATURE.
BECAUSE THERE IS CURRENTLY NO UNIVERSALLY ACCEPTED STANDARD FOR DNT SIGNALS, OPENOS MAY NOT RESPOND TO SUCH SIGNALS IN ALL CIRCUMSTANCES.
HOWEVER, OPENOS DOES NOT ENGAGE IN BEHAVIORAL ADVERTISING OR CROSS-SITE TRACKING ACTIVITIES.
10. DATA PROTECTION AND PRIVACY
INFORMATION COLLECTED THROUGH COOKIES IS HANDLED IN ACCORDANCE WITH OUR PRIVACY POLICY.
OPENOS PROCESSES INFORMATION USING APPROPRIATE SECURITY MEASURES AND IN COMPLIANCE WITH APPLICABLE LAWS, INCLUDING:
· DIGITAL PERSONAL DATA PROTECTION ACT, 2023 (INDIA)
· APPLICABLE CONTRACTUAL OBLIGATIONS
· OTHER RELEVANT PRIVACY AND DATA PROTECTION REGULATIONS
11. CHANGES TO THIS COOKIE POLICY
OPENOS MAY UPDATE THIS COOKIE POLICY PERIODICALLY TO REFLECT:
· CHANGES IN TECHNOLOGY
· SERVICE ENHANCEMENTS
· OPERATIONAL REQUIREMENTS
· LEGAL AND REGULATORY DEVELOPMENTS
UPDATED VERSIONS WILL BE POSTED ON OUR WEBSITES WITH A REVISED "LAST UPDATED" DATE.
12. CONTACT US
FOR QUESTIONS REGARDING THIS COOKIE POLICY OR OUR PRIVACY PRACTICES, PLEASE CONTACT:
OPENOS TECHNOLOGIES
WEBSITE: HTTPS://OPENOST.COM
EMAIL: HELLO@OPENOST.COM
SUPPORT: SUPPORT@OPENOST.COM
LEGAL: HELLO@OPENOST.COM
IMPLEMENTATION RECOMMENDATION
SINCE OPENOST CURRENTLY USES ONLY ESSENTIAL AND FUNCTIONAL COOKIES, YOU CAN USE A SIMPLE COOKIE BANNER SUCH AS:
COOKIE NOTICE
OPENOS USES ESSENTIAL COOKIES REQUIRED FOR AUTHENTICATION, SECURITY, AND PLATFORM FUNCTIONALITY. WE DO NOT USE ADVERTISING OR BEHAVIORAL TRACKING COOKIES. BY CONTINUING TO USE THIS WEBSITE, YOU AGREE TO OUR USE OF COOKIES AS DESCRIBED IN OUR COOKIE POLICY.
THIS IS GENERALLY SUFFICIENT FOR A B2B SAAS PLATFORM THAT DOES NOT USE ANALYTICS, ADVERTISING, OR PROFILING COOKIES. IF YOU LATER INTRODUCE GOOGLE ANALYTICS, MICROSOFT CLARITY, HOTJAR, OR ADVERTISING TECHNOLOGIES, THE COOKIE POLICY AND CONSENT MECHANISM SHOULD BE UPDATED ACCORDINGLY.

