DATA PROCESSING ADDENDUM (DPA)
LAST UPDATED: 07TH MAY 2026
THIS DATA PROCESSING ADDENDUM ("DPA") FORMS PART OF THE TERMS OF SERVICE OR OTHER WRITTEN OR ELECTRONIC AGREEMENT BETWEEN:
OPENOS TECHNOLOGIES ("PROCESSOR", "WE", "OUR")
AND
CUSTOMER ("CONTROLLER", "YOU", "YOUR")
TOGETHER REFERRED TO AS THE "PARTIES".
1. PURPOSE OF THIS DPA
THIS DPA GOVERNS THE PROCESSING OF PERSONAL DATA BY OPENOS TECHNOLOGIES WHEN PROVIDING SERVICES TO CUSTOMERS THROUGH:
· HTTPS://OPENOST.COM
· HTTPS://AGENT.OPENOST.COM
· HTTPS://CONFLUENCEOS.OPENOST.COM
· HTTPS://QA.OPENOST.COM
IT ENSURES COMPLIANCE WITH APPLICABLE DATA PROTECTION LAWS INCLUDING:
· EU GENERAL DATA PROTECTION REGULATION (GDPR)
· UK GDPR
· DIGITAL PERSONAL DATA PROTECTION ACT, 2023 (INDIA)
· OTHER APPLICABLE PRIVACY AND DATA PROTECTION LAWS
2. ROLES OF THE PARTIES
2.1 CUSTOMER AS CONTROLLER
THE CUSTOMER DETERMINES:
· THE PURPOSES AND MEANS OF PROCESSING PERSONAL DATA
· WHAT PERSONAL DATA IS SUBMITTED TO OPENOS
· WHO CAN ACCESS SUCH DATA WITHIN THEIR ORGANIZATION
2.2 OPENOS AS PROCESSOR
OPENOS PROCESSES PERSONAL DATA SOLELY ON BEHALF OF THE CUSTOMER AND ONLY AS NECESSARY TO:
· PROVIDE SERVICES
· MAINTAIN PLATFORM FUNCTIONALITY
· ENSURE SECURITY
· PROVIDE TECHNICAL SUPPORT
· COMPLY WITH LEGAL OBLIGATIONS
OPENOS DOES NOT ACT AS A CONTROLLER OF CUSTOMER PERSONAL DATA.
3. DEFINITIONS
"PERSONAL DATA"
ANY INFORMATION RELATING TO AN IDENTIFIED OR IDENTIFIABLE NATURAL PERSON.
"CUSTOMER DATA"
ALL DATA, INCLUDING PERSONAL DATA, UPLOADED OR PROCESSED BY CUSTOMER THROUGH OPENOS SERVICES.
"PROCESSING"
ANY OPERATION PERFORMED ON PERSONAL DATA INCLUDING COLLECTION, STORAGE, USE, ANALYSIS, OR DELETION.
4. NATURE AND PURPOSE OF PROCESSING
OPENOS PROCESSES PERSONAL DATA TO:
· PROVIDE AI-POWERED ANALYTICS AND INSIGHTS
· ENABLE WORKFLOW AND PROCESS OPTIMIZATION
· STORE AND MANAGE CUSTOMER DATASETS
· PERFORM SYSTEM OPERATIONS AND DIAGNOSTICS
· ENSURE PLATFORM SECURITY AND INTEGRITY
5. TYPES OF PERSONAL DATA PROCESSED
DEPENDING ON CUSTOMER USAGE, THIS MAY INCLUDE:
· NAME AND CONTACT INFORMATION
· BUSINESS IDENTIFIERS
· LOGIN CREDENTIALS
· IP ADDRESSES AND DEVICE DATA
· USAGE LOGS
· UPLOADED DOCUMENTS CONTAINING PERSONAL DATA
· SYSTEM-GENERATED ANALYTICS BASED ON CUSTOMER INPUTS
OPENOS DOES NOT INTENTIONALLY REQUEST SENSITIVE PERSONAL DATA UNLESS EXPLICITLY PROVIDED BY THE CUSTOMER.
6. CATEGORIES OF DATA SUBJECTS
DATA MAY RELATE TO:
· CUSTOMER EMPLOYEES
· END USERS OF CUSTOMER SYSTEMS
· CUSTOMERS’ CLIENTS OR BUSINESS PARTNERS
· AUTHORIZED USERS ACCESSING OPENOS PLATFORMS
7. CUSTOMER INSTRUCTIONS
OPENOS SHALL PROCESS PERSONAL DATA ONLY:
· IN ACCORDANCE WITH DOCUMENTED INSTRUCTIONS FROM THE CUSTOMER
· AS REQUIRED TO DELIVER SERVICES
· AS REQUIRED BY APPLICABLE LAW
IF OPENOS BELIEVES AN INSTRUCTION VIOLATES APPLICABLE LAW, WE WILL INFORM THE CUSTOMER WHERE LEGALLY PERMITTED.
8. CONFIDENTIALITY
OPENOS ENSURES THAT PERSONNEL AUTHORIZED TO PROCESS PERSONAL DATA ARE SUBJECT TO CONFIDENTIALITY OBLIGATIONS.
ACCESS TO PERSONAL DATA IS RESTRICTED TO AUTHORIZED PERSONNEL WITH A LEGITIMATE BUSINESS NEED.
9. SUB-PROCESSORS
CUSTOMER ACKNOWLEDGES THAT OPENOS MAY ENGAGE THIRD-PARTY SERVICE PROVIDERS ("SUB-PROCESSORS") TO SUPPORT SERVICE DELIVERY.
THESE MAY INCLUDE:
· CLOUD INFRASTRUCTURE PROVIDERS
· HOSTING PROVIDERS
· SECURITY SERVICE PROVIDERS
· AI/LLM SERVICE PROVIDERS
· MONITORING AND SUPPORT TOOLS
OPENOS ENSURES THAT SUB-PROCESSORS ARE BOUND BY APPROPRIATE DATA PROTECTION OBLIGATIONS.
OPENOS REMAINS RESPONSIBLE FOR THE PERFORMANCE OF ITS SUB-PROCESSORS.
10. INTERNATIONAL DATA TRANSFERS
PERSONAL DATA MAY BE TRANSFERRED AND PROCESSED IN COUNTRIES OTHER THAN THE CUSTOMER’S JURISDICTION.
WHERE REQUIRED, OPENOS ENSURES APPROPRIATE SAFEGUARDS SUCH AS:
· STANDARD CONTRACTUAL CLAUSES (SCCS)
· CONTRACTUAL PROTECTIONS
· SECURITY AND ENCRYPTION MEASURES
11. SECURITY MEASURES
OPENOS IMPLEMENTS APPROPRIATE TECHNICAL AND ORGANIZATIONAL MEASURES INCLUDING:
· ENCRYPTION IN TRANSIT (TLS)
· ACCESS CONTROL MECHANISMS
· ROLE-BASED ACCESS RESTRICTIONS
· AUDIT LOGGING
· AUTHENTICATION SYSTEMS
· INFRASTRUCTURE SECURITY MONITORING
· SECURE DEVELOPMENT PRACTICES
THESE MEASURES ARE DESIGNED TO PROTECT PERSONAL DATA AGAINST UNAUTHORIZED ACCESS, LOSS, OR DISCLOSURE.
12. DATA SUBJECT RIGHTS
OPENOS ASSISTS THE CUSTOMER, WHERE REASONABLY POSSIBLE, IN RESPONDING TO REQUESTS FROM DATA SUBJECTS, INCLUDING:
· ACCESS REQUESTS
· CORRECTION REQUESTS
· DELETION REQUESTS
· OBJECTION TO PROCESSING
· DATA PORTABILITY REQUESTS
THE CUSTOMER IS RESPONSIBLE FOR RESPONDING TO SUCH REQUESTS.
13. DATA BREACH NOTIFICATION
IN THE EVENT OF A PERSONAL DATA BREACH AFFECTING CUSTOMER DATA, OPENOS WILL:
· NOTIFY THE CUSTOMER WITHOUT UNDUE DELAY AFTER BECOMING AWARE OF THE BREACH
· PROVIDE RELEVANT INFORMATION WHERE AVAILABLE
· ASSIST IN REMEDIATION EFFORTS WHERE APPROPRIATE
14. DATA RETENTION AND DELETION
OPENOS RETAINS CUSTOMER DATA ONLY FOR AS LONG AS NECESSARY TO PROVIDE SERVICES.
UPON TERMINATION OF SERVICES:
· CUSTOMER DATA WILL BE DELETED OR RETURNED IN ACCORDANCE WITH CONTRACTUAL TERMS
· BACKUP DATA MAY PERSIST TEMPORARILY UNTIL SCHEDULED DELETION CYCLES COMPLETE
FURTHER DETAILS ARE GOVERNED BY THE DATA RETENTION & DELETION POLICY.
15. USE OF AI AND AUTOMATED PROCESSING
OPENOS MAY USE AI TECHNOLOGIES, INCLUDING:
· LARGE LANGUAGE MODELS (LLMS)
· MACHINE LEARNING SYSTEMS
· DATA ANALYTICS ENGINES
AI PROCESSING IS PERFORMED SOLELY TO:
· GENERATE INSIGHTS
· SUPPORT WORKFLOWS
· IMPROVE SYSTEM FUNCTIONALITY
UNLESS EXPLICITLY AGREED:
· CUSTOMER DATA IS NOT USED TO TRAIN PUBLIC AI MODELS
· CUSTOMER DATA IS NOT SOLD OR SHARED WITH AI MODEL PROVIDERS FOR INDEPENDENT USE
16. AUDIT RIGHTS
UPON REASONABLE REQUEST, AND SUBJECT TO CONFIDENTIALITY OBLIGATIONS, OPENOS MAY PROVIDE:
· SECURITY DOCUMENTATION
· COMPLIANCE SUMMARIES
· RELEVANT AUDIT INFORMATION
ON-SITE AUDITS MAY BE PERMITTED ONLY UNDER MUTUALLY AGREED CONDITIONS.
17. RETURN OR DELETION OF DATA
UPON TERMINATION OR EXPIRY OF SERVICES, CUSTOMER MAY REQUEST:
· EXPORT OF DATA IN A REASONABLE FORMAT
· SECURE DELETION OF CUSTOMER DATA
UNLESS OTHERWISE REQUIRED BY LAW, OPENOS WILL DELETE CUSTOMER DATA WITHIN A COMMERCIALLY REASONABLE TIMEFRAME.
18. LIMITATION OF LIABILITY
LIABILITY UNDER THIS DPA SHALL BE SUBJECT TO THE LIMITATIONS OUTLINED IN THE MAIN TERMS OF SERVICE UNLESS OTHERWISE REQUIRED BY APPLICABLE LAW.
19. GOVERNING LAW
THIS DPA SHALL BE GOVERNED BY AND CONSTRUED IN ACCORDANCE WITH THE LAWS OF INDIA.
WHERE REQUIRED BY INTERNATIONAL CUSTOMERS, MANDATORY DATA PROTECTION LAWS SUCH AS GDPR OR UK GDPR SHALL ALSO APPLY TO RELEVANT PROCESSING ACTIVITIES.
20. CHANGES TO THIS DPA
OPENOS MAY UPDATE THIS DPA TO REFLECT:
· CHANGES IN LAW
· CHANGES IN SERVICES
· CHANGES IN SUBPROCESSORS
· SECURITY IMPROVEMENTS
UPDATED VERSIONS WILL BE POSTED WITH A REVISED "LAST UPDATED" DATE.
21. CONTACT INFORMATION
FOR QUESTIONS REGARDING THIS DPA:
OPENOS TECHNOLOGIES
WEBSITE: HTTPS://OPENOST.COM
EMAIL: HELLO@OPENOST.COM
PRIVACY: HELLO@OPENOST.COM
SECURITY: HELLO@OPENOST.COM
SUPPORT: SUPPORT@OPENOST.COM
22. ENTIRE AGREEMENT
THIS DPA FORMS PART OF THE AGREEMENT BETWEEN THE CUSTOMER AND OPENOS TECHNOLOGIES AND IS INCORPORATED INTO THE TERMS OF SERVICE UNLESS OTHERWISE AGREED IN WRITING.

