Data Retention & Deletion Policy
LAST UPDATED: 07TH MAY 2026
1. PURPOSE
OPENOS TECHNOLOGIES ("OPENOS", "WE", "OUR", OR "US") IS COMMITTED TO RESPONSIBLE DATA MANAGEMENT PRACTICES.
THIS DATA RETENTION & DELETION POLICY EXPLAINS HOW OPENOS RETAINS, MANAGES, ARCHIVES, AND DELETES INFORMATION PROCESSED THROUGH OUR WEBSITES, APPLICATIONS, SERVICES, AND PLATFORMS, INCLUDING:
· HTTPS://OPENOST.COM
· HTTPS://AGENT.OPENOST.COM
· HTTPS://CONFLUENCEOS.OPENOST.COM
· HTTPS://QA.OPENOST.COM
THE PURPOSE OF THIS POLICY IS TO ENSURE THAT INFORMATION IS RETAINED ONLY AS LONG AS NECESSARY FOR LEGITIMATE BUSINESS, OPERATIONAL, LEGAL, SECURITY, AND CONTRACTUAL PURPOSES.
2. SCOPE
THIS POLICY APPLIES TO:
· CUSTOMER DATA
· USER ACCOUNT INFORMATION
· UPLOADED FILES AND DOCUMENTS
· WORKFLOW DEFINITIONS
· PROCESS INTELLIGENCE DATA
· KNOWLEDGE REPOSITORIES
· AI INTERACTION RECORDS
· AUDIT LOGS
· TECHNICAL AND SECURITY RECORDS
3. DATA RETENTION PRINCIPLES
OPENOS FOLLOWS THE FOLLOWING PRINCIPLES:
DATA MINIMIZATION
WE RETAIN ONLY INFORMATION NECESSARY FOR:
· PROVIDING SERVICES
· MAINTAINING SECURITY
· MEETING CONTRACTUAL OBLIGATIONS
· COMPLYING WITH LEGAL REQUIREMENTS
PURPOSE LIMITATION
INFORMATION IS RETAINED ONLY FOR THE PURPOSES FOR WHICH IT WAS COLLECTED AND PROCESSED.
SECURE DISPOSAL
WHEN INFORMATION IS NO LONGER REQUIRED, IT IS SECURELY DELETED, ANONYMIZED, OR DESTROYED USING APPROPRIATE TECHNICAL MEASURES.
4. CUSTOMER DATA OWNERSHIP
CUSTOMERS RETAIN OWNERSHIP OF ALL CUSTOMER DATA SUBMITTED, UPLOADED, CONNECTED, OR PROCESSED THROUGH OPENOS SERVICES.
OPENOS ACTS AS A SERVICE PROVIDER AND PROCESSOR OF CUSTOMER DATA AND RETAINS SUCH INFORMATION ONLY AS NECESSARY TO PROVIDE CONTRACTED SERVICES.
5. RETENTION CATEGORIES
A. ACCOUNT INFORMATION
INCLUDES:
· USER NAMES
· EMAIL ADDRESSES
· ACCOUNT CREDENTIALS
· ORGANIZATION DETAILS
· USER PREFERENCES
RETENTION PERIOD:
RETAINED WHILE THE ACCOUNT REMAINS ACTIVE AND FOR UP TO 12 MONTHS AFTER ACCOUNT CLOSURE UNLESS A LONGER RETENTION PERIOD IS REQUIRED BY LAW, CONTRACT, OR SECURITY OBLIGATIONS.
B. CUSTOMER OPERATIONAL DATA
INCLUDES:
· UPLOADED DATASETS
· BUSINESS RECORDS
· DOCUMENTS
· PROCESS WORKFLOWS
· KNOWLEDGE REPOSITORIES
· ANALYTICS CONFIGURATIONS
· PLATFORM-GENERATED INSIGHTS
RETENTION PERIOD:
RETAINED FOR THE DURATION OF THE CUSTOMER'S ACTIVE SUBSCRIPTION OR CONTRACTUAL RELATIONSHIP.
DELETED OR RETURNED ACCORDING TO CONTRACTUAL OBLIGATIONS FOLLOWING ACCOUNT TERMINATION.
C. AI PROCESSING RECORDS
INCLUDES:
· USER PROMPTS
· AI-GENERATED OUTPUTS
· AI INTERACTION LOGS
· SYSTEM PROCESSING METADATA
RETENTION PERIOD:
RETAINED ONLY AS NECESSARY TO:
· DELIVER SERVICES
· SUPPORT TROUBLESHOOTING
· IMPROVE RELIABILITY
· MEET SECURITY AND COMPLIANCE REQUIREMENTS
UNLESS OTHERWISE AGREED, OPENOS DOES NOT USE CUSTOMER DATA TO TRAIN PUBLIC AI MODELS.
D. SECURITY AND AUDIT LOGS
INCLUDES:
· LOGIN RECORDS
· ACCESS LOGS
· AUTHENTICATION EVENTS
· SECURITY MONITORING RECORDS
· INFRASTRUCTURE AUDIT LOGS
RETENTION PERIOD:
TYPICALLY RETAINED FOR 12 TO 24 MONTHS UNLESS EXTENDED RETENTION IS REQUIRED FOR SECURITY INVESTIGATIONS, REGULATORY COMPLIANCE, OR CONTRACTUAL OBLIGATIONS.
E. SUPPORT AND COMMUNICATION RECORDS
INCLUDES:
· SUPPORT TICKETS
· SERVICE REQUESTS
· CUSTOMER COMMUNICATIONS
· INCIDENT REPORTS
RETENTION PERIOD:
TYPICALLY RETAINED FOR UP TO 36 MONTHS AFTER RESOLUTION FOR OPERATIONAL AND COMPLIANCE PURPOSES.
6. DATA DELETION UPON ACCOUNT TERMINATION
UPON TERMINATION OR EXPIRATION OF CUSTOMER SERVICES:
CUSTOMER REQUEST PERIOD
CUSTOMERS MAY REQUEST:
· DATA EXPORT
· DATA RETURN
· SECURE DELETION
WITHIN THE PERIOD SPECIFIED IN THE APPLICABLE AGREEMENT.
DELETION TIMELINE
UNLESS OTHERWISE AGREED:
· CUSTOMER DATA WILL BE SCHEDULED FOR DELETION WITHIN 30 TO 90 DAYS FOLLOWING ACCOUNT TERMINATION.
· DATA MAY REMAIN TEMPORARILY IN PROTECTED BACKUP SYSTEMS UNTIL BACKUP ROTATION CYCLES COMPLETE.
7. BACKUP RETENTION
OPENOS MAINTAINS BACKUP SYSTEMS TO SUPPORT BUSINESS CONTINUITY, DISASTER RECOVERY, AND PLATFORM RESILIENCE.
BACKUP COPIES:
· ARE PROTECTED BY SECURITY CONTROLS.
· ARE NOT USED FOR OPERATIONAL PROCESSING.
· ARE AUTOMATICALLY REMOVED ACCORDING TO BACKUP LIFECYCLE SCHEDULES.
DELETED PRODUCTION DATA MAY REMAIN TEMPORARILY IN ENCRYPTED BACKUP SYSTEMS UNTIL BACKUP EXPIRATION PERIODS ARE REACHED.
8. CUSTOMER DELETION REQUESTS
CUSTOMERS MAY REQUEST DELETION OF THEIR DATA AT ANY TIME BY CONTACTING OPENOS.
DELETION REQUESTS MAY BE SUBMITTED THROUGH:
· CUSTOMER ACCOUNT ADMINISTRATION TOOLS (WHERE AVAILABLE)
· SUPPORT CHANNELS
· DESIGNATED PRIVACY CONTACTS
OPENOS WILL MAKE REASONABLE EFFORTS TO PROCESS DELETION REQUESTS WITHIN APPLICABLE LEGAL AND CONTRACTUAL TIMELINES.
9. LEGAL AND REGULATORY RETENTION REQUIREMENTS
OPENOS MAY RETAIN INFORMATION BEYOND STANDARD RETENTION PERIODS WHERE NECESSARY TO:
· COMPLY WITH APPLICABLE LAWS
· RESPOND TO LEGAL REQUESTS
· RESOLVE DISPUTES
· ENFORCE AGREEMENTS
· INVESTIGATE FRAUD OR ABUSE
· PROTECT LEGAL RIGHTS
SUCH INFORMATION WILL BE RETAINED ONLY FOR AS LONG AS LEGALLY REQUIRED.
10. DATA ANONYMIZATION
WHERE APPROPRIATE, OPENOS MAY ANONYMIZE INFORMATION RATHER THAN DELETE IT.
ANONYMIZED INFORMATION:
· CANNOT REASONABLY IDENTIFY AN INDIVIDUAL OR CUSTOMER
· MAY BE RETAINED FOR OPERATIONAL ANALYSIS
· MAY BE USED FOR SERVICE IMPROVEMENT AND REPORTING
ANONYMIZED INFORMATION IS NOT CONSIDERED PERSONAL DATA.
11. SECURITY DURING RETENTION AND DELETION
OPENOS APPLIES REASONABLE TECHNICAL AND ORGANIZATIONAL MEASURES TO PROTECT INFORMATION THROUGHOUT ITS LIFECYCLE.
SECURITY MEASURES MAY INCLUDE:
· ENCRYPTION IN TRANSIT
· ACCESS CONTROLS
· AUTHENTICATION MECHANISMS
· AUDIT LOGGING
· SECURE DELETION PROCEDURES
· INFRASTRUCTURE MONITORING
12. RIGHTS OF INDIVIDUALS
SUBJECT TO APPLICABLE LAWS, INDIVIDUALS MAY REQUEST:
· ACCESS TO PERSONAL INFORMATION
· CORRECTION OF INACCURATE INFORMATION
· DELETION OF PERSONAL INFORMATION
· WITHDRAWAL OF CONSENT
· INFORMATION REGARDING PROCESSING ACTIVITIES
REQUESTS WILL BE HANDLED IN ACCORDANCE WITH APPLICABLE PRIVACY LAWS AND CONTRACTUAL OBLIGATIONS.
13. COMPLIANCE WITH APPLICABLE LAWS
OPENOS SEEKS TO ALIGN ITS RETENTION AND DELETION PRACTICES WITH APPLICABLE LEGAL AND REGULATORY REQUIREMENTS, INCLUDING:
· DIGITAL PERSONAL DATA PROTECTION ACT, 2023 (INDIA)
· INFORMATION TECHNOLOGY ACT, 2000 (INDIA)
· GDPR PRINCIPLES WHERE APPLICABLE
· CONTRACTUAL OBLIGATIONS WITH CUSTOMERS
· INDUSTRY-STANDARD INFORMATION GOVERNANCE PRACTICES
14. POLICY UPDATES
OPENOS MAY UPDATE THIS DATA RETENTION & DELETION POLICY PERIODICALLY TO REFLECT CHANGES IN:
· SERVICES
· TECHNOLOGY
· LEGAL REQUIREMENTS
· OPERATIONAL PRACTICES
UPDATED VERSIONS WILL BE PUBLISHED WITH A REVISED "LAST UPDATED" DATE.
15. CONTACT INFORMATION
FOR QUESTIONS REGARDING DATA RETENTION, DELETION, OR PRIVACY-RELATED REQUESTS, PLEASE CONTACT:
OPENOS TECHNOLOGIES
WEBSITE: HTTPS://OPENOST.COM
PRIVACY TEAM: HELLO@OPENOST.COM
DATA REQUESTS: HELLO@OPENOST.COM
LEGAL: HELLO@OPENOST.COM
SUPPORT: SUPPORT@OPENOST.COM

OPERATIONAL COMMITMENTS FROM OPENOST
	DATA TYPE
	RECOMMENDED RETENTION

	USER ACCOUNTS
	ACTIVE + 12 MONTHS

	CUSTOMER DATA
	UNTIL CONTRACT TERMINATION

	DELETED CUSTOMER DATA
	PURGED WITHIN 30 DAYS

	BACKUPS
	90 DAYS

	AUDIT LOGS
	12 MONTHS

	SECURITY LOGS
	24 MONTHS

	SUPPORT TICKETS
	36 MONTHS

	AI PROMPT/RESPONSE LOGS
	90–180 DAYS (CONFIGURABLE PER CUSTOMER)


OFFERING CUSTOMER-CONFIGURABLE RETENTION PERIODS FOR AI PROMPTS, GENERATED INSIGHTS, AND UPLOADED DOCUMENTS IS OFTEN VIEWED FAVORABLY BY ENTERPRISE CUSTOMERS AND CAN BECOME A DIFFERENTIATING FEATURE DURING PROCUREMENT AND SECURITY REVIEWS.

