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1. Introduction
OpenOS Technologies ("OpenOS", "we", "our", or "us") is committed to protecting the privacy and security of information entrusted to us by our customers, users, partners, and visitors.
This Privacy Policy describes how OpenOS Technologies collects, processes, stores, uses, and protects information when users access our websites, applications, products, and services, including but not limited to:
· https://openost.com
· https://agent.openost.com
· https://confluenceos.openost.com
· https://qa.openost.com
By accessing or using our services, you acknowledge that you have read and understood this Privacy Policy.
2. About Our Services
OpenOS Technologies provides artificial intelligence, analytics, process intelligence, workflow optimization, knowledge management, and data-processing solutions that help organizations:
· Analyse operational data
· Generate actionable insights
· Improve efficiency and productivity
· Optimize business processes
· Reduce operational costs
· Support strategic decision-making
Our services are primarily intended for business and enterprise customers.
3. Information We Collect
Account Information
When users register for our services, we may collect:
· Name
· Business email address
· Organization name
· Username
· Authentication credentials
Customer Data
Customers may upload, connect, or process data through our platform, including:
· Structured datasets
· Business documents
· Process workflows
· Operational records
· Knowledge repositories
· Enterprise information
The nature and content of such data are determined solely by the customer.
Technical Information
We may automatically collect:
· IP addresses
· Browser type and version
· Device information
· Operating system information
· Login activity
· System performance data
· Security and audit logs
Usage Information
We may collect information regarding:
· Features accessed
· User interactions
· Session activity
· Platform performance
· Service diagnostics
4. How We Use Information
We process information to:
· Provide and operate our services
· Authenticate users
· Maintain platform security
· Monitor performance and reliability
· Improve system functionality
· Generate analytics and insights
· Respond to customer support requests
· Prevent misuse, fraud, and unauthorized access
· Comply with legal and regulatory obligations
5. AI and Automated Processing
OpenOS utilizes artificial intelligence technologies, including Large Language Models (LLMs) and machine learning systems, to deliver analytical and operational insights.
AI-powered services may:
· Analyse customer-provided information
· Generate recommendations and summaries
· Identify patterns and anomalies
· Assist with workflow and process optimization
AI-generated outputs are intended to support decision-making and should be reviewed by qualified personnel before being relied upon for critical business decisions.
OpenOS does not use customer data to train public AI models unless explicitly authorized by the customer through a separate agreement.
6. Customer Data Ownership
Customers retain ownership of all customer-provided data processed through OpenOS services.
OpenOS acts as a service provider and data processor with respect to customer data and processes such information solely to provide contracted services.
We do not sell, rent, or commercially exploit customer data.
7. Legal Basis for Processing
Where applicable, OpenOS processes personal data based on:
· Customer instructions
· Contractual necessity
· User consent
· Legitimate business interests
· Compliance with legal obligations
8. Data Sharing and Disclosure
We do not sell personal information.
Information may be shared only with:
Service Providers
Authorized vendors that assist us in:
· Cloud infrastructure
· Hosting services
· Security operations
· Technical support
Legal Authorities
Where disclosure is required:
· By law
· By court order
· To protect legal rights
· To prevent fraud or security threats
Corporate Transactions
Information may be transferred in connection with:
· Mergers
· Acquisitions
· Corporate restructuring
· Asset transfers
Subject to applicable legal protections.
9. International Data Transfers
Depending on customer requirements and infrastructure configurations, information may be processed in countries outside the user's jurisdiction.
Where required, OpenOS implements appropriate safeguards, including contractual and organizational measures, to protect transferred information.
10. Data Security
OpenOS maintains appropriate technical and organizational safeguards designed to protect information against:
· Unauthorized access
· Disclosure
· Alteration
· Loss
· Destruction
Security measures may include:
· Encryption in transit
· Role-based access controls
· Authentication mechanisms
· Audit logging
· Infrastructure monitoring
· Security reviews and assessments
While we strive to protect information, no method of transmission or storage can guarantee absolute security.
11. Data Retention
Information is retained only for as long as necessary to:
· Deliver contracted services
· Fulfill legal obligations
· Resolve disputes
· Enforce agreements
· Maintain security and audit requirements
Upon termination of services, customer data may be deleted or returned in accordance with contractual obligations and applicable law.
12. Your Rights
Subject to applicable laws, individuals may have the right to:
· Access personal information
· Correct inaccurate information
· Request deletion of personal information
· Withdraw consent
· Restrict processing
· Object to processing
· Request portability of personal information
Requests may be submitted using the contact information provided below.
13. Rights Under India's Digital Personal Data Protection Act (DPDP Act), 2023
Where applicable, data principals may exercise rights including:
· Right to access information about personal data processing
· Right to correction and updating
· Right to erasure
· Right to grievance redressal
· Right to nominate another individual to exercise rights in certain circumstances
Requests will be handled in accordance with applicable law.
14. Children's Privacy
OpenOS services are intended for business and professional use.
Our services are not directed toward children and we do not knowingly collect personal information from individuals below the age permitted under applicable law.
15. Third-Party Links
Our websites and services may contain links to third-party websites or resources.
OpenOS is not responsible for the privacy practices or content of external websites.
Users are encouraged to review the privacy policies of third-party services.
16. Cookies and Essential Technologies
OpenOS may use cookies and similar technologies necessary for:
· User authentication
· Session management
· Security
· Platform functionality
· Performance monitoring
We do not use advertising trackers, behavioural advertising networks, or marketing profiling technologies.
17. Changes to this Privacy Policy
We may update this Privacy Policy periodically to reflect changes in our services, legal requirements, or operational practices.
Updated versions will be posted on our website with a revised "Last Updated" date.
Continued use of the services following publication of updates constitutes acceptance of the revised Privacy Policy.
18. Contact Information
For privacy-related inquiries, requests, or concerns, please contact:
OpenOS Technologies
Email: hello@openost.com
Website: https://openost.com
19. Grievance Officer (India)
In accordance with applicable Indian laws, including the Digital Personal Data Protection Act, 2023, users may contact our Grievance Officer regarding privacy-related concerns.
Grievance Officer
Name: Rashid Raza
Email: grievance@openost.com
Address: 3F/59, Sector-03, Vaishali, Ghaziabad – 201010, Uttar Pradesh, INDIA
OpenOS will make reasonable efforts to acknowledge and address complaints within applicable legal timelines.
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