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SECURITY, PRIVACY, AND RESPONSIBLE AI AT OPENOS TECHNOLOGIES
AT OPENOS TECHNOLOGIES, TRUST IS THE FOUNDATION OF EVERYTHING WE BUILD.
ORGANIZATIONS RELY ON OPENOS TO PROCESS BUSINESS-CRITICAL INFORMATION, GENERATE ACTIONABLE INSIGHTS, OPTIMIZE OPERATIONS, AND SUPPORT STRATEGIC DECISION-MAKING. WE RECOGNIZE THE RESPONSIBILITY THAT COMES WITH HANDLING CUSTOMER DATA AND AI-POWERED WORKFLOWS.
OUR COMMITMENT IS SIMPLE:
YOUR DATA REMAINS YOURS. SECURITY IS BUILT INTO OUR PLATFORM. PRIVACY IS RESPECTED. AI IS USED RESPONSIBLY.
OUR SECURITY PRINCIPLES
OPENOS IS DESIGNED AROUND THE FOLLOWING CORE PRINCIPLES:
SECURITY BY DESIGN
SECURITY CONSIDERATIONS ARE INCORPORATED THROUGHOUT THE SOFTWARE DEVELOPMENT LIFECYCLE, FROM ARCHITECTURE AND DESIGN THROUGH DEPLOYMENT AND OPERATIONS.
PRIVACY BY DESIGN
WE STRIVE TO MINIMIZE DATA COLLECTION AND PROCESS INFORMATION ONLY FOR LEGITIMATE BUSINESS PURPOSES REQUIRED TO PROVIDE OUR SERVICES.
CUSTOMER DATA OWNERSHIP
CUSTOMERS RETAIN OWNERSHIP AND CONTROL OF THEIR DATA. OPENOS DOES NOT CLAIM OWNERSHIP OF CUSTOMER CONTENT, DOCUMENTS, WORKFLOWS, OR BUSINESS INFORMATION.
RESPONSIBLE AI
AI IS USED TO SUPPORT AND ENHANCE HUMAN DECISION-MAKING, NOT REPLACE IT. WE PRIORITIZE TRANSPARENCY, ACCOUNTABILITY, AND HUMAN OVERSIGHT IN AI-ASSISTED WORKFLOWS.
PLATFORM SECURITY
OPENOS EMPLOYS MULTIPLE LAYERS OF SECURITY CONTROLS DESIGNED TO PROTECT CUSTOMER INFORMATION AND PLATFORM INFRASTRUCTURE.
ACCESS CONTROLS
WE IMPLEMENT ACCESS MANAGEMENT PRACTICES THAT MAY INCLUDE:
· ROLE-BASED ACCESS CONTROLS (RBAC)
· PRINCIPLE OF LEAST PRIVILEGE
· USER AUTHENTICATION CONTROLS
· ADMINISTRATIVE ACCESS RESTRICTIONS
· ACCOUNT LIFECYCLE MANAGEMENT
ACCESS TO SYSTEMS AND CUSTOMER INFORMATION IS LIMITED TO AUTHORIZED PERSONNEL WITH A LEGITIMATE BUSINESS NEED.
AUTHENTICATION AND ACCOUNT SECURITY
TO HELP PROTECT USER ACCOUNTS, OPENOS SUPPORTS:
· SECURE AUTHENTICATION MECHANISMS
· PASSWORD PROTECTION REQUIREMENTS
· SESSION MANAGEMENT CONTROLS
· ACCOUNT MONITORING AND AUDITING
USERS ARE ENCOURAGED TO MAINTAIN STRONG PASSWORDS AND FOLLOW SECURITY BEST PRACTICES.
ENCRYPTION
OPENOS PROTECTS INFORMATION DURING TRANSMISSION USING INDUSTRY-STANDARD ENCRYPTION TECHNOLOGIES.
DATA IN TRANSIT
COMMUNICATIONS BETWEEN USERS AND OPENOS SERVICES ARE PROTECTED USING HTTPS/TLS ENCRYPTION.
DATA AT REST
WHERE APPLICABLE, STORED INFORMATION MAY BE PROTECTED USING ENCRYPTION AND INFRASTRUCTURE-LEVEL SECURITY CONTROLS PROVIDED BY TRUSTED CLOUD PROVIDERS.
INFRASTRUCTURE SECURITY
OUR PLATFORM INFRASTRUCTURE IS DESIGNED TO PROMOTE:
· HIGH AVAILABILITY
· SERVICE RELIABILITY
· OPERATIONAL RESILIENCE
· SECURE DEPLOYMENT PRACTICES
· CONTINUOUS MONITORING
INFRASTRUCTURE ENVIRONMENTS ARE MAINTAINED USING ESTABLISHED SECURITY PRACTICES AND OPERATIONAL SAFEGUARDS.
DATA PROTECTION
CUSTOMER DATA OWNERSHIP
CUSTOMERS RETAIN OWNERSHIP OF ALL DATA UPLOADED, CONNECTED, PROCESSED, OR GENERATED WITHIN OPENOS SERVICES.
OPENOS PROCESSES CUSTOMER INFORMATION SOLELY FOR:
· SERVICE DELIVERY
· PLATFORM FUNCTIONALITY
· SECURITY OPERATIONS
· TECHNICAL SUPPORT
· CONTRACTUAL OBLIGATIONS
WE DO NOT SELL CUSTOMER DATA.
DATA ISOLATION
OPENOS IS DESIGNED TO LOGICALLY SEPARATE CUSTOMER ENVIRONMENTS AND INFORMATION TO HELP PREVENT UNAUTHORIZED ACCESS BETWEEN CUSTOMER ACCOUNTS.
DATA RETENTION AND DELETION
CUSTOMER DATA IS RETAINED ONLY AS LONG AS NECESSARY TO PROVIDE SERVICES AND FULFILL CONTRACTUAL, LEGAL, AND SECURITY OBLIGATIONS.
CUSTOMERS MAY REQUEST DATA EXPORT, RETURN, OR DELETION IN ACCORDANCE WITH APPLICABLE AGREEMENTS AND OUR DATA RETENTION & DELETION POLICY.
RESPONSIBLE AI
OPENOS USES ARTIFICIAL INTELLIGENCE TECHNOLOGIES, INCLUDING LARGE LANGUAGE MODELS (LLMS), MACHINE LEARNING SYSTEMS, AND ADVANCED ANALYTICS TOOLS, TO HELP CUSTOMERS DERIVE MEANINGFUL INSIGHTS FROM THEIR DATA.
HUMAN-CENTERED AI
OUR AI SYSTEMS ARE DESIGNED TO ASSIST USERS RATHER THAN REPLACE HUMAN JUDGMENT.
BUSINESS-CRITICAL DECISIONS SHOULD ALWAYS INCLUDE APPROPRIATE HUMAN REVIEW AND OVERSIGHT.
TRANSPARENCY
WE AIM TO PROVIDE CLARITY REGARDING WHEN AI TECHNOLOGIES ARE USED WITHIN OUR PRODUCTS AND SERVICES.
USERS SHOULD UNDERSTAND THAT AI-GENERATED OUTPUTS MAY CONTAIN INACCURACIES AND SHOULD BE INDEPENDENTLY REVIEWED BEFORE IMPLEMENTATION.

CUSTOMER DATA AND AI MODELS
UNLESS EXPLICITLY AGREED IN WRITING:
· CUSTOMER DATA IS NOT USED TO TRAIN PUBLIC AI MODELS.
· CUSTOMER INFORMATION IS NOT SOLD TO AI PROVIDERS.
· OPENOS PROCESSES CUSTOMER DATA SOLELY TO PROVIDE REQUESTED SERVICES.
AI GOVERNANCE PRINCIPLES
OPENOS IS GUIDED BY THE FOLLOWING PRINCIPLES:
· TRANSPARENCY
· ACCOUNTABILITY
· FAIRNESS
· PRIVACY PROTECTION
· SECURITY
· HUMAN OVERSIGHT
· CONTINUOUS IMPROVEMENT
PRIVACY COMMITMENT
OPENOS RESPECTS THE PRIVACY OF CUSTOMERS, USERS, AND PARTNERS.
OUR PRIVACY PRACTICES ARE GUIDED BY:
· DATA MINIMIZATION
· PURPOSE LIMITATION
· USER TRANSPARENCY
· SECURITY CONTROLS
· LAWFUL PROCESSING
FOR ADDITIONAL DETAILS, PLEASE REVIEW OUR PRIVACY POLICY.
COMPLIANCE APPROACH
OPENOS SEEKS TO ALIGN ITS PRACTICES WITH APPLICABLE LEGAL, REGULATORY, AND INDUSTRY REQUIREMENTS.
OUR GOVERNANCE FRAMEWORK CONSIDERS:
· DIGITAL PERSONAL DATA PROTECTION ACT, 2023 (INDIA)
· INFORMATION TECHNOLOGY ACT, 2000 (INDIA)
· GDPR PRINCIPLES WHERE APPLICABLE
· INDUSTRY-STANDARD SECURITY AND PRIVACY PRACTICES
COMPLIANCE REQUIREMENTS ARE CONTINUOUSLY REVIEWED AS LAWS AND TECHNOLOGIES EVOLVE.
BUSINESS CONTINUITY
OPENOS MAINTAINS OPERATIONAL PRACTICES DESIGNED TO SUPPORT SERVICE CONTINUITY AND RESILIENCE.
THESE PRACTICES MAY INCLUDE:
· BACKUP PROCEDURES
· DISASTER RECOVERY PLANNING
· INFRASTRUCTURE REDUNDANCY
· INCIDENT RESPONSE PROCESSES
· SERVICE MONITORING
SECURITY INCIDENT RESPONSE
OPENOS MAINTAINS PROCEDURES FOR IDENTIFYING, INVESTIGATING, AND RESPONDING TO SECURITY EVENTS.
IN THE EVENT OF A CONFIRMED SECURITY INCIDENT AFFECTING CUSTOMER INFORMATION, OPENOS WILL TAKE APPROPRIATE ACTIONS, WHICH MAY INCLUDE:
· INCIDENT CONTAINMENT
· INVESTIGATION AND REMEDIATION
· CUSTOMER NOTIFICATION WHERE REQUIRED
· CORRECTIVE ACTION IMPLEMENTATION
THIRD-PARTY SERVICES
OPENOS MAY UTILIZE TRUSTED INFRASTRUCTURE, CLOUD, SECURITY, AND TECHNOLOGY PROVIDERS TO DELIVER SERVICES.
THIRD-PARTY PROVIDERS ARE EVALUATED BASED ON BUSINESS, TECHNICAL, OPERATIONAL, AND SECURITY CONSIDERATIONS APPROPRIATE TO THE SERVICES THEY PROVIDE.
CUSTOMER RESPONSIBILITIES
SECURITY IS A SHARED RESPONSIBILITY.
CUSTOMERS ARE ENCOURAGED TO:
· USE STRONG AUTHENTICATION PRACTICES
· MANAGE USER ACCESS APPROPRIATELY
· REVIEW PERMISSIONS REGULARLY
· PROTECT ACCOUNT CREDENTIALS
· VALIDATE AI-GENERATED OUTPUTS BEFORE ACTING ON THEM
TRUST THROUGH TRANSPARENCY
WE BELIEVE THAT TRUST IS EARNED THROUGH TRANSPARENCY, ACCOUNTABILITY, AND CONSISTENT EXECUTION.
OPENOS IS COMMITTED TO CONTINUOUSLY IMPROVING OUR SECURITY, PRIVACY, AND RESPONSIBLE AI PRACTICES AS TECHNOLOGY, REGULATIONS, AND CUSTOMER EXPECTATIONS EVOLVE.
CONTACT OUR SECURITY TEAM
FOR SECURITY-RELATED QUESTIONS, CONCERNS, OR RESPONSIBLE DISCLOSURE REPORTS, PLEASE CONTACT:
OPENOS TECHNOLOGIES
WEBSITE: HTTPS://OPENOST.COM
SECURITY TEAM: HELLO@OPENOST.COM
PRIVACY TEAM: HELLO@OPENOST.COM
LEGAL TEAM: HELLO@OPENOST.COM
SUPPORT: SUPPORT@OPENOST.COM
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SUGGESTED TRUST CENTER NAVIGATION
FOR THE BEST ENTERPRISE EXPERIENCE, CREATE A /TRUST OR /SECURITY SECTION WITH LINKS TO:
· SECURITY & TRUST CENTER (MAIN PAGE)
· PRIVACY POLICY
· TERMS OF SERVICE
· COOKIE POLICY
· AI USAGE & RESPONSIBLE AI POLICY
· DATA RETENTION & DELETION POLICY
· DISCLAIMER
· VULNERABILITY DISCLOSURE POLICY
· DATA PROCESSING ADDENDUM (DPA)
· SUBPROCESSOR LIST

