Vulnerability Disclosure Policy
LAST UPDATED: 07TH MAY 2026
1. PURPOSE
OPENOS TECHNOLOGIES ("OPENOS", "WE", "OUR", OR "US") VALUES THE CONTRIBUTIONS OF SECURITY RESEARCHERS, CUSTOMERS, AND THE BROADER SECURITY COMMUNITY IN HELPING MAINTAIN THE SECURITY AND INTEGRITY OF OUR SYSTEMS.
THIS VULNERABILITY DISCLOSURE POLICY ("VDP") PROVIDES A PROCESS FOR REPORTING POTENTIAL SECURITY VULNERABILITIES DISCOVERED IN OPENOS SERVICES AND OUTLINES OUR COMMITMENT TO REVIEWING, INVESTIGATING, AND ADDRESSING VALID SECURITY FINDINGS.
OUR GOAL IS TO FOSTER RESPONSIBLE SECURITY RESEARCH WHILE PROTECTING OUR CUSTOMERS, USERS, AND INFRASTRUCTURE.
2. SCOPE
THIS POLICY APPLIES TO SYSTEMS, APPLICATIONS, AND SERVICES OWNED AND OPERATED BY OPENOS TECHNOLOGIES, INCLUDING BUT NOT LIMITED TO:
· HTTPS://OPENOST.COM
· HTTPS://AGENT.OPENOST.COM
· HTTPS://CONFLUENCEOS.OPENOST.COM
· HTTPS://QA.OPENOST.COM
AND ANY OTHER DOMAINS OR APPLICATIONS EXPLICITLY OWNED AND OPERATED BY OPENOS TECHNOLOGIES.
THIRD-PARTY SERVICES, PARTNER SYSTEMS, VENDOR INFRASTRUCTURE, AND EXTERNAL PLATFORMS ARE NOT COVERED BY THIS POLICY.
3. REPORTING A VULNERABILITY
IF YOU BELIEVE YOU HAVE DISCOVERED A SECURITY VULNERABILITY AFFECTING OPENOS SYSTEMS, PLEASE REPORT IT RESPONSIBLY BY SENDING AN EMAIL TO:
SECURITY TEAM: HELLO@OPENOST.COM
PLEASE INCLUDE:
· DETAILED DESCRIPTION OF THE VULNERABILITY
· STEPS TO REPRODUCE THE ISSUE
· AFFECTED URLS, ENDPOINTS, OR SERVICES
· PROOF-OF-CONCEPT INFORMATION (IF APPLICABLE)
· POTENTIAL IMPACT ASSESSMENT
· CONTACT INFORMATION FOR FOLLOW-UP COMMUNICATION
PROVIDING CLEAR AND COMPLETE INFORMATION HELPS US INVESTIGATE AND ADDRESS ISSUES MORE EFFICIENTLY.
4. OUR COMMITMENT
WHEN A VULNERABILITY REPORT IS SUBMITTED IN ACCORDANCE WITH THIS POLICY, OPENOS WILL MAKE REASONABLE EFFORTS TO:
ACKNOWLEDGE REPORTS
WE AIM TO ACKNOWLEDGE RECEIPT OF A VULNERABILITY REPORT WITHIN 5 BUSINESS DAYS.
INVESTIGATE FINDINGS
OUR SECURITY TEAM WILL REVIEW, VALIDATE, AND ASSESS THE REPORTED ISSUE.
COMMUNICATE PROGRESS
WHERE APPROPRIATE, WE WILL PROVIDE UPDATES REGARDING:
· VALIDATION STATUS
· INVESTIGATION PROGRESS
· REMEDIATION ACTIVITIES
REMEDIATE VALID ISSUES
WE WILL PRIORITIZE REMEDIATION BASED ON THE SEVERITY, IMPACT, AND RISK ASSOCIATED WITH THE VULNERABILITY.
5. RESPONSIBLE DISCLOSURE GUIDELINES
WE ASK SECURITY RESEARCHERS TO:
ACT IN GOOD FAITH
CONDUCT RESEARCH IN A MANNER THAT PROTECTS USERS, CUSTOMERS, AND OPENOS SYSTEMS.
AVOID PRIVACY VIOLATIONS
DO NOT ACCESS, MODIFY, DOWNLOAD, COPY, DISCLOSE, OR RETAIN CUSTOMER INFORMATION, PERSONAL INFORMATION, CONFIDENTIAL INFORMATION, OR PROPRIETARY DATA BEYOND WHAT IS STRICTLY NECESSARY TO DEMONSTRATE A VULNERABILITY.
MINIMIZE IMPACT
AVOID ACTIVITIES THAT:
· DEGRADE SERVICE AVAILABILITY
· INTERRUPT OPERATIONS
· CAUSE SYSTEM INSTABILITY
· AFFECT CUSTOMER ENVIRONMENTS
PROVIDE REASONABLE TIME
ALLOW OPENOS A REASONABLE OPPORTUNITY TO INVESTIGATE AND REMEDIATE REPORTED VULNERABILITIES BEFORE PUBLICLY DISCLOSING FINDINGS.
6. AUTHORIZED TESTING
THE FOLLOWING ACTIVITIES ARE GENERALLY CONSIDERED ACCEPTABLE WHEN CONDUCTED RESPONSIBLY AND WITHIN REASONABLE LIMITS:
· SECURITY RESEARCH
· VULNERABILITY IDENTIFICATION
· NON-DESTRUCTIVE TESTING
· VALIDATION OF SECURITY WEAKNESSES
· VERIFICATION OF REMEDIATION EFFORTS
TESTING MUST NOT COMPROMISE CUSTOMER DATA, PLATFORM STABILITY, OR SERVICE AVAILABILITY.
7. PROHIBITED ACTIVITIES
THIS POLICY DOES NOT AUTHORIZE ACTIVITIES THAT INCLUDE:
UNAUTHORIZED DATA ACCESS
· ACCESSING CUSTOMER DATA
· ACCESSING PERSONAL INFORMATION
· DOWNLOADING CONFIDENTIAL INFORMATION
· VIEWING INFORMATION UNRELATED TO YOUR OWN ACCOUNT
SERVICE DISRUPTION
· DENIAL-OF-SERVICE (DOS) ATTACKS
· DISTRIBUTED DENIAL-OF-SERVICE (DDOS) ATTACKS
· RESOURCE EXHAUSTION ATTACKS
· PERFORMANCE DEGRADATION TESTING
SOCIAL ENGINEERING
· PHISHING
· PRETEXTING
· IMPERSONATION
· EMPLOYEE MANIPULATION
PHYSICAL SECURITY TESTING
· UNAUTHORIZED PHYSICAL ACCESS ATTEMPTS
· FACILITY INTRUSION
· HARDWARE TAMPERING
MALWARE ACTIVITIES
· DEPLOYING MALICIOUS CODE
· RANSOMWARE TESTING
· TROJAN DEPLOYMENT
· DESTRUCTIVE PAYLOADS
AUTOMATED EXPLOITATION
· LARGE-SCALE SCANNING THAT MAY AFFECT AVAILABILITY
· EXCESSIVE AUTOMATED REQUESTS
· HIGH-VOLUME BRUTE-FORCE ATTACKS
8. SAFE HARBOR
OPENOS WILL NOT PURSUE LEGAL ACTION AGAINST INDIVIDUALS WHO:
· ACT IN GOOD FAITH
· COMPLY WITH THIS POLICY
· PROMPTLY REPORT VULNERABILITIES
· AVOID CAUSING HARM TO USERS, CUSTOMERS, OR SYSTEMS
· RESPECT PRIVACY AND CONFIDENTIALITY
OPENOS CONSIDERS ACTIVITIES CONDUCTED IN ACCORDANCE WITH THIS POLICY TO BE AUTHORIZED SECURITY RESEARCH.
HOWEVER, THIS SAFE HARBOR DOES NOT EXTEND TO ACTIVITIES THAT:
· VIOLATE APPLICABLE LAWS
· INVOLVE EXTORTION OR THREATS
· ACCESS CUSTOMER INFORMATION WITHOUT AUTHORIZATION
· CAUSE SERVICE DISRUPTION
· RESULT IN DATA DESTRUCTION OR THEFT
9. CONFIDENTIALITY
OPENOS REQUESTS THAT RESEARCHERS KEEP VULNERABILITY DETAILS CONFIDENTIAL UNTIL:
· THE ISSUE HAS BEEN INVESTIGATED
· A FIX HAS BEEN DEPLOYED, WHERE APPROPRIATE
· DISCLOSURE TIMING HAS BEEN COORDINATED WITH OPENOS
COORDINATED DISCLOSURE HELPS PROTECT CUSTOMERS AND USERS FROM POTENTIAL EXPLOITATION.
10. BUG BOUNTY PROGRAM
AT THIS TIME, OPENOS DOES NOT OPERATE A PUBLIC BUG BOUNTY PROGRAM UNLESS EXPLICITLY ANNOUNCED THROUGH OFFICIAL CHANNELS.
SUBMISSION OF VULNERABILITY REPORTS DOES NOT GUARANTEE:
· FINANCIAL COMPENSATION
· REWARDS
· RECOGNITION
· EMPLOYMENT OPPORTUNITIES
OPENOS MAY, AT ITS SOLE DISCRETION, ACKNOWLEDGE CONTRIBUTIONS FROM RESEARCHERS WHO HELP IMPROVE PLATFORM SECURITY.
11. CUSTOMER RESPONSIBILITIES
CUSTOMERS WHO IDENTIFY POTENTIAL SECURITY CONCERNS ARE ENCOURAGED TO REPORT THEM THROUGH:
· SECURITY TEAM: HELLO@OPENOST.COM
· SUPPORT TEAM: SUPPORT@OPENOST.COM
CUSTOMERS SHOULD AVOID ATTEMPTING TO EXPLOIT SUSPECTED VULNERABILITIES BEYOND WHAT IS NECESSARY TO IDENTIFY AND DOCUMENT THE ISSUE.
12. POLICY UPDATES
OPENOS MAY UPDATE THIS VULNERABILITY DISCLOSURE POLICY PERIODICALLY TO REFLECT:
· CHANGES IN SERVICES
· SECURITY PRACTICES
· LEGAL REQUIREMENTS
· INDUSTRY STANDARDS
UPDATED VERSIONS WILL BE PUBLISHED ON OUR WEBSITE WITH A REVISED "LAST UPDATED" DATE.
13. CONTACT INFORMATION
SECURITY REPORTING
EMAIL: HELLO@OPENOST.COM
GENERAL SECURITY INQUIRIES
EMAIL: HELLO@OPENOST.COM
PRIVACY-RELATED CONCERNS
EMAIL: HELLO@OPENOST.COM
LEGAL MATTERS
EMAIL: HELLO@OPENOST.COM
WEBSITE
HTTPS://OPENOST.COM

THANK YOU !
OPENOS APPRECIATES THE EFFORTS OF RESPONSIBLE SECURITY RESEARCHERS, CUSTOMERS, AND MEMBERS OF THE SECURITY COMMUNITY WHO HELP US IMPROVE THE SECURITY, PRIVACY, AND RESILIENCE OF OUR SERVICES.
RESPONSIBLE DISCLOSURE PLAYS AN IMPORTANT ROLE IN MAINTAINING TRUST AND PROTECTING OUR USERS.

