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1. Introduction
OpenOS Technologies ("OpenOS", "we", "our", or "us") uses certain third-party service providers (“Sub-processors”) to support the delivery, maintenance, security, and improvement of our services.
This Sub processor List provides transparency into the categories of sub-processors that may process Customer Data when you use OpenOS platforms, including:
· https://openost.com
· https://agent.openost.com
· https://confluenceos.openost.com
· https://qa.openost.com
We ensure that all sub-processors are subject to appropriate data protection, confidentiality, and security obligations.
2. Commitment to Data Protection
OpenOS only engages sub-processors that meet appropriate security and privacy standards.
All sub-processors are required to:
· Maintain confidentiality of Customer Data
· Implement appropriate technical and organizational security measures
· Process data only for specified purposes
· Comply with applicable data protection laws
OpenOS remains responsible for the performance and compliance of its sub-processors.
3. Categories of Sub-processors
OpenOS may use sub-processors in the following categories:
A. Cloud Infrastructure Providers
Used for hosting, compute, storage, networking, and infrastructure services.
These providers may process:
· Customer Data
· Application data
· Logs and metadata
· System backups
B. AI / Machine Learning Service Providers
Used to enable AI-powered capabilities such as:
· Natural language processing
· Large language model inference
· Data summarization
· Analytics and insights generation
These providers process data only to perform requested computations and do not independently use Customer Data unless explicitly permitted under contract.
C. Data Storage and Database Providers
Used for:
· Structured and unstructured data storage
· High availability databases
· Backup and recovery systems
D. Security and Monitoring Providers
Used for:
· Threat detection
· Infrastructure monitoring
· Incident response support
· Performance tracking
· Audit logging
These tools help maintain platform security and reliability.
E. Communication and Support Tools
Used for:
· Customer support management
· Ticketing systems
· Service notifications
· Operational communications
F. Developer and DevOps Tooling
Used for:
· Source code management
· CI/CD pipelines
· Deployment automation
· System testing and observability
4. Current Sub processors
The following is a representative list of sub-processors that may be used by OpenOS Technologies. This list may be updated from time to time as our infrastructure evolves.
Note: Exact providers may vary depending on deployment region and customer configuration.
Infrastructure & Hosting
· Cloud infrastructure provider(s) : Azure Cloud Platform)
· Content delivery networks (CDN providers)
AI & Data Processing
· Large Language Model (LLM) providers
· Machine learning infrastructure providers
· Vector database / embedding services (if applicable)
Security & Monitoring
· Application performance monitoring tools
· Security incident detection systems
· Logging and observability platforms
Communication & Support
· Email delivery services
· Customer support ticketing systems
· Notification delivery systems
DevOps & Engineering
· Source code repository hosting services
· CI/CD pipeline tools
· Infrastructure automation tools
5. Data Handling by Sub processors
Sub-processors may process the following types of data depending on service usage:
· Customer account information
· Authentication data
· Uploaded datasets and documents
· AI prompts and generated outputs
· System logs and metadata
· Usage and performance information
All processing is strictly limited to service delivery, maintenance, and security purposes.
6. International Transfers
Some sub-processors may operate in jurisdictions outside the Customer’s country of residence.
Where applicable, OpenOS ensures appropriate safeguards such as:
· Standard Contractual Clauses (SCCs)
· Contractual data protection commitments
· Encryption and access controls
· Compliance with applicable privacy laws
7. Security and Due Diligence
Before engaging any sub-processor, OpenOS performs reasonable due diligence, which may include:
· Security and privacy assessments
· Review of compliance posture
· Evaluation of infrastructure security practices
· Verification of data handling controls
We regularly review sub-processors to ensure continued compliance.
8. Updates to This List
OpenOS may update this Sub processor List from time to time as:
· Infrastructure changes
· New services are added
· Providers are replaced or upgraded
· Security or compliance requirements evolve
We recommend reviewing this page periodically for updates.
Where required by contract or law, OpenOS will provide notice of material changes.
9. Data Protection Safeguards
All sub-processors engaged by OpenOS are required to implement appropriate safeguards including:
· Encryption in transit and at rest (where applicable)
· Access control and authentication mechanisms
· Confidentiality obligations
· Secure development and operational practices
· Incident response procedures
10. Contact Information
For questions regarding sub-processors or data processing practices:
OpenOS Technologies
Website: https://openost.com
Email: hello@openost.com
Legal: hello@openost.com
Security: hello@openost.com
Support: support@openost.com

